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CVE CVE-2022-35143
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-04 20:15:00 UTC
Updated 2022-08-10 16:57:00 UTC
Description Renato v0.17.0 employs weak password complexity requirements, allowing attackers to crack user passwords via brute-for:

/

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Raneto Project Raneto All All All All
Reference

Releases - gilbitron/Raneto - GitHub

Raneto - A free, open, simple Markdown powered Knowledgebase for Nodejs

CWE - CWE-521: Weak Password Requirements (4.8)

CVE-2022-35142, CVE-2022-35143, CVE-2022-35144 - DoS, XSS and Weak Password Policy in Renato a Markdown powered knowledge bz
CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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