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assauvurerriunsucninad  Gertain versions of Windows from Microsoft contain the foIIowing
: vulnerability:

The NHI card’s web service component has a heap-based buffer
overflow vulnerability due to insufficient validation for packet origin
parameter length. A LAN attacker with general user privilege can
exploit this vulnerability to disrupt service.

CVE-2022-35218 has been assigned by (7) cve@cert.org.tw to track the vulnerability - currently rated as severity.

Affected Vendor/Software: (7) NHI - card’s web service component version = dae0509e5aabde2f110ce8418af67cf7

CVSS3 Score: 5.5- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE [ HIGH |

CVE References

Description Tags Link
TWCERT/CCAREEMARBHEEERAP O ECXERBRFE ERFEN ZIREER| & MISC
ELRHR EREFR-BRTHERRTETH - Heap-based Buffer Overflow www.tweert.org.tw/tw/cp-

132-6354-1¢f61-1.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows - All All All

System

Application Nhi Health Insurance Web Service Component - All All All

No vendor comments have been submitted for this CVE
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