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Summary

CVE CVE-2022-35229

State PUBLIC

Assigner security@zabbix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-06 11:15:00 UTC

Updated 2023-08-22 19:16:00 UTC

Description An authenticated user can create a link with reflected Javascript code inside it for the discovery page and send it to other users. The payload can be executed only with a known CSRF token value of the victim, which is changed periodically and is difficult to predict.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix 5.0.25 - All All

Application Zabbix Zabbix All All All All

References

Reference Source Link

[SECURITY] [DLA 3538-1] zabbix security update MLIST lists.debian.org

[SECURITY] [DLA 3390-1] zabbix security update MLIST lists.debian.org

[ZBX-21306] Reflected XSS in discovery page of Zabbix Frontend [CVE-2022-35229] - ZABBIX SUPPORT CONFIRM support.zabbix.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: internal research

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-35229/mitre
https://cve.report/CVE-2022-35229/nist
https://cve.report/CVE-2022-35229/cve_org
https://cve.report/CVE-2022-35229.pdf
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
https://lists.debian.org/debian-lts-announce/2023/08/msg00027.html
https://lists.debian.org/debian-lts-announce/2023/04/msg00013.html
https://support.zabbix.com/browse/ZBX-21306
https://www.cve.org/CVERecord?id=CVE-2022-35229
https://nvd.nist.gov/vuln/detail/CVE-2022-35229
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150593 Zabbix Reflected Cross Site Scripting (XSS) Vulnerability (CVE-2022-35229)

181729 Debian Security Update for zabbix (DLA 3390-1)

181731 Debian Security Update for zabbix (DLA 3390-1)

182134 Debian Security Update for zabbix (CVE-2022-35229)

6000015 Debian Security Update for zabbix (DLA 3538-1)

http://cve.report/qid/150593
http://cve.report/qid/181729
http://cve.report/qid/181731
http://cve.report/qid/182134
http://cve.report/qid/6000015
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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