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Summary

CVE CVE-2022-35239

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-16 08:15:00 UTC

Updated 2022-08-18 12:16:00 UTC

Description The image file management page of SolarView Compact SV-CPT-MC310 Ver.7.23 and earlier, and SV-CPT-MC310F Ver.7.23 and earlier contains an insufficient verification vulnerability when uploading files. If this vulnerability is exploited, arbitrary PHP code may be executed if a remote authenticated attacker uploads a specially crafted PHP file.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Contec Sv-cpt-mc310 - All All All

Hardware Contec Sv-cpt-mc310f - All All All

Operating System Contec Sv-cpt-mc310f Firmware All All All All

Operating System Contec Sv-cpt-mc310 Firmware All All All All

References

Reference Source Link Tags

ダウンロード | コンテック MISC www.contec.com

www.contec.com/jp/api/downloadlogger MISC www.contec.com

JVNVU#93696585: CONTEC SolarView Compact vulnerable to insufficient verification in uploading files MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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