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Risk And Classification

Problem Types: CWE-502

EPSS: 0.942140000 probability, percentile 0.999230000 (date 2026-04-04)

CISA KEV: Listed on 2022-09-22; due 2022-10-13; ransomware use Unknown

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Zoho

ManageEngine

Zoho ManageEngine Multiple Products Remote Code Execution Vulnerability

Apply updates per vendor instructions.

https://www.manageengine.com/products/passwordmanagerpro/advisory/cve-2022-35405.html;
https://nvd.nist.gov/vuln/detail/CVE-2022-35405
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https://cve.report/
https://cve.report/CVE-2022-35405/mitre
https://cve.report/CVE-2022-35405/nist
https://cve.report/CVE-2022-35405/cve_org
https://cve.report/CVE-2022-35405.pdf
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_access_manager_plus
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_access_manager_plus
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_access_manager_plus
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_access_manager_plus
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_pam360
http://cve.report/vendor/zohocorp
http://cve.report/software/zohocorp/manageengine_pam360

Application Zohocorp Manageengine Password Manager Pro All All All All

Application Zohocorp Manageengine Password Manager Pro 12.1 build12100 All All

Reference Source Link

Zoho Password Manager Pro XML-RPC Java Deserialization ~ Packet Storm MISC packetstorm
ManageEngine PAM360, Password Manager Pro, and Access Manager Plus remote code execution vulnerability. MISC www.manag
CVE Program record CVE.ORG www.cve.or(
NVD vulnerability detail NVD nvd.nist.gov
CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gc
a

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377607 Zoho ManageEngine PAM360, Password Manager Pro, and Access Manager Plus Remote Code Execution (RCE) Vulnerability
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