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Summary

CVE CVE-2022-3544

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-17 12:15:00 UTC

Updated 2023-11-07 03:51:00 UTC

Description A vulnerability, which was classified as problematic, was found in Linux Kernel. Affected is the function damon_sysfs_add_target of the file mm/damon/sysfs.c of the component Netfilter. The manipulation leads to memory leak. It is recommended to apply a patch to fix this issue. The identifier of this vulnerability is VDB-211044.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.0 rc1 All All

Operating System Linux Linux Kernel 6.0 rc2 All All

Operating System Linux Linux Kernel 6.0 rc3 All All

Operating System Linux Linux Kernel 6.0 rc4 All All

Operating System Linux Linux Kernel 6.0 rc5 All All

Operating System Linux Linux Kernel 6.0 rc6 All All

Operating System Linux Linux Kernel 6.0 rc7 All All

References

Reference Source Link Tags

CVE-2022-3544 | Linux Kernel Netfilter sysfs.c damon_sysfs_add_target memory leak N/A vuldb.com

kernel/git/netfilter/nf-next.git - Netfilter Group nf-next tree N/A git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

184361 Debian Security Update for linux (CVE-2022-3544)

199089 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5793-1)

199096 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-5793-2)

199098 Ubuntu Security Notification for Linux kernel (IBM) Vulnerabilities (USN-5793-4)

199099 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5793-3)

904233 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11161)

904254 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11135)

904384 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11161-1)

904395 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11135-1)

905894 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11161-2)

906252 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11135-2)
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