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Summary

CVE CVE-2022-35582

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 22:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description Penta Security Systems Inc WAPPLES 4.0.*, 5.0.0.*, 5.0.12.* are vulnerable to Incorrect Access Control. The operating system that WAPPLES runs on has a built-in non-privileged user penta with a predefined password. The password for this user, as well as its existence, is not disclosed in the documentation. Knowing the credentials, attackers can use this feature to gain uncontrolled access to the device and therefore are considered an undocumented possibility for remote control.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pentasecurity Wapples 4.0.0 All All All

Application Pentasecurity Wapples 5.0.0.0 All All All

Application Pentasecurity Wapples 5.0.12.0 All All All

References

Reference Source Link

The Logical Web Application Firewall - WAPPLES | Penta Security MISC www.pentasecurity.com

WAPPLES Web Application Firewall Multiple Vulnerabilities | by Konstantin Burov | Sep, 2022 | Medium medium.com

WAPPLES Web Application Firewall Multiple Vulnerabilities | by Konstantin Burov | Sep, 2022 | Medium MISC medium.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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