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CVE CVE-2022-3560
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-02 21:22:00 UTC
Updated 2023-11-07 03:51:00 UTC
Description A flaw was found in pesign. The pesign package provides a systemd service used to start the pesign daemon. This service
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Application Pesign Project Pesign All All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 9.0 All All All
References |
Reference Source Link
2135420 — (CVE-2022-3560) CVE-2022-3560 pesign: Local privilege escalation on pesign systemd service MISC bugzilla.redhat.con
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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160494 Oracle Enterprise Linux Security Update for pesign (ELSA-2023-1067)


https://cve.report/
https://cve.report/CVE-2022-3560/mitre
https://cve.report/CVE-2022-3560/nist
https://cve.report/CVE-2022-3560/cve_org
https://cve.report/api/cve/CVE-2022-3560.json
https://cve.report/CVE-2022-3560.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/pesign_project
http://cve.report/software/pesign_project/pesign
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://bugzilla.redhat.com/show_bug.cgi?id=2135420#c0
https://www.cve.org/CVERecord?id=CVE-2022-3560
https://nvd.nist.gov/vuln/detail/CVE-2022-3560
http://cve.report/qid/160494

160502 Oracle Enterprise Linux Security Update for pesign (ELSA-2023-1093)

160527 Oracle Enterprise Linux Security Update for pesign (ELSA-2023-1572)

241236 Red Hat Update for pesign (RHSA-2023:1066)

241237 Red Hat Update for pesign (RHSA-2023:1065)

241238 Red Hat Update for pesign (RHSA-2023:1067)

241250 Red Hat Update for pesign (RHSA-2023:1093)

241325 Red Hat Update for pesign (RHSA-2023:1572)

241359 Red Hat Update for pesign (RHSA-2023:1829)

241622 Red Hat Update for pesign (RHSA-2023:1586)

241665 Red Hat Update for pesign (RHSA-2023:1107)

257228 CentOS Security Update for pesign (CESA-2023:1093)

283688 Fedora Security Update for pesign (FEDORA-2023-e77628f240)

283689 Fedora Security Update for pesign (FEDORA-2023-5399953e3b)

355157 Amazon Linux Security Advisory for pesign : ALAS2023-2023-118

378119 Alibaba Cloud Linux Security Update for pesign (ALINUX2-SA-2023:0014)

378415 Alibaba Cloud Linux Security Update for pesign (ALINUX3-SA-2023:0034)

753784 SUSE Enterprise Linux Security Update for pesign (SUSE-SU-2023:0484-1)

905436 Common Base Linux Mariner (CBL-Mariner) Security Update for pesign (13293)

940953 AlmalLinux Security Update for pesign (ALSA-2023:1067)

940971 AlmaLinux Security Update for pesign (ALSA-2023:1572)

960669 Rocky Linux Security Update for pesign (RLSA-2023:1067)

960899 Rocky Linux Security Update for pesign (RLSA-2023:1572)
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