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CVE CVE-2022-35651
State PUBLIC
Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-25 16:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description A stored XSS and blind SSRF vulnerability was found in Moodle, occurs due to insufficient sanitization of user-supplied dat:

/ ]
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Moodle Moodle All All All All

Application Moodle Moodle 4.0.0 - All All

Application Moodle Moodle 4.0.0 beta All All

Application Moodle Moodle 4.0.0 rcl All All

Application Moodle Moodle 4.0.0 rc2 All All

Application Moodle Moodle 4.0.0 rc3 All All

Application Moodle Moodle 4.0.0 rc4 All All

Application Moodle Moodle 4.0.1 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Reference Sot
Official Moodle git projects - moodle.git/search MIS
[SECURITY] Fedora 35 Update: moodle-3.11.8-1.fc35 - package-announce - Fedora Mailing-Lists FEL
[SECURITY] Fedora 35 Update: moodle-3.11.8-1.fc35 - package-announce - Fedora Mailing-Lists



https://cve.report/
https://cve.report/CVE-2022-35651/mitre
https://cve.report/CVE-2022-35651/nist
https://cve.report/CVE-2022-35651/cve_org
https://cve.report/api/cve/CVE-2022-35651.json
https://cve.report/CVE-2022-35651.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-71921
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MTKUSFPSYFINSQFSOHDQIDVE6FWBEU6V/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MTKUSFPSYFINSQFSOHDQIDVE6FWBEU6V/

[SECURITY] Fedora 36 Update: moodle-3.11.8-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: moodle-3.11.8-1.fc36 - package-announce - Fedora Mailing-Lists FEI

2106275 — (CVE-2022-35651, MSA-22-0017) CVE-2022-35651 moodle: Stored XSS and blind SSRF possible via SCORM track details MIE

Moodle.org: MSA-22-0017: Stored XSS and blind SSRF possible via SCORM track details MIE
CVE Program record CVI
NVD vulnerability detail NVI
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282973 Fedora Security Update for moodle (FEDORA-2022-81ce74b2dd)

282974 Fedora Security Update for moodle (FEDORA-2022-7e7ce7df2e)
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