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Summary

CVE CVE-2022-35652

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-25 16:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description An open redirect issue was found in Moodle due to improper sanitization of user-supplied data in mobile auto-login feature. A remote attacker can create a link that leads to a trusted website, however, when clicked, it redirects the victims to arbitrary URL/domain. Successful exploitation of this vulnerability may allow a remote attacker to perform a phishing attack and steal potentially sensitive information.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Moodle Moodle All All All All

References

Reference Source Link

Moodle.org: MSA-22-0018: Open redirect risk in mobile auto-login feature MISC moodle.org

[SECURITY] Fedora 35 Update: moodle-3.11.8-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: moodle-3.11.8-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: moodle-3.11.8-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Official Moodle git projects - moodle.git/search MISC git.moodle.org

[SECURITY] Fedora 36 Update: moodle-3.11.8-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

2106276 – (CVE-2022-35652, MSA-22-0018) CVE-2022-35652 moodle: Open redirect risk in mobile auto-login feature MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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282973 Fedora Security Update for moodle (FEDORA-2022-81ce74b2dd)

282974 Fedora Security Update for moodle (FEDORA-2022-7e7ce7df2e)
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