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CVE CVE-2022-3569
State PUBLIC
Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-17 23:15:00 UTC
Updated 2023-07-21 21:04:00 UTC
Description Due to an issue with incorrect sudo permissions, Zimbra Collaboration Suite (ZCS) suffers from a local privilege escalation
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Synacor Zimbra Collaboration Suite All All All All

Reference Source Link

Zimbra Privilege Escalation ~ Packet Storm MISC packetstorms

Check in zimbra_postfix_priv_esc.rb by rbowes-r7 - Pull Request #17141 - rapid7/metasploit-framework - GitHub  MISC github.com

JavaScript is not available. MISC twitter.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
L] | ﬂ

Vendor Comments And Credit

Discovery Credit

LEGACY: Originally reported by Twitter user @Idsopreload, validated by Ron Bowes of
Rapid7

There are currently no legacy QID mappings associated with this CVE.
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