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Summary

CVE CVE-2022-35843

State PUBLIC

Assigner psirt@fortinet.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-06 17:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description An authentication bypass by assumed-immutable data vulnerability [CWE-302] in the FortiOS SSH login component 7.2.0, 7.0.0 through 7.0.7, 6.4.0 through 6.4.9, 6.2 all versions, 6.0 all versions and FortiProxy SSH login component 7.0.0 through 7.0.5, 2.0.0 through 2.0.10, 1.2.0 all versions may allow a remote and unauthenticated attacker to login into the device via sending specially crafted Access-Challenge response from the Radius server.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fortinet Fortios 7.2.0 All All All

Operating System Fortinet Fortios 7.2.1 All All All

Operating System Fortinet Fortios All All All All

Operating System Fortinet Fortios All All All All

Operating System Fortinet Fortios All All All All

Operating System Fortinet Fortios All All All All

Application Fortinet Fortiproxy All All All All

Application Fortinet Fortiproxy All All All All

Application Fortinet Fortiproxy All All All All

References

Reference Source Link Tags

PSIRT Advisories | FortiGuard MISC fortiguard.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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