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Summary

CVE CVE-2022-35911

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-27 21:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description ** DISPUTED ** On Patlite NH-FB series devices through 1.46, remote attackers can cause a denial of service by omitting the query string. NOTE: the vendor's perspective is that "omitting the query string does not cause a denial of service and the indicated event can not be reproduced."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Patlite Nhl-fb2 - All All All

Operating System Patlite Nhl-fb2 Firmware All All All All

Hardware Patlite Nhp-fb2 - All All All

Operating System Patlite Nhp-fb2 Firmware All All All All

References

Reference Source Link Tags

Patlite 1.46 Buffer Overflow ≈ Packet Storm MISC packetstormsecurity.com

NH-FB - Network Products IoT Solution from the Factory to the Office MISC www.patlite.com

PATLITE / IoT / 見える化｜PATLITE MISC www.patlite.co.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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