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CVE CVE-2022-35922
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-01 22:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description Rust-WebSocket is a WebSocket (RFC6455) library written in Rust. In versions prior to 0.26.5 untrusted websocket connec
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Rust-websocket Project Rust-websocket All All All All

Reference Source Link '

[SECURITY] Fedora 36 Update: rust-ffsend-0.2.76-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: rust-ffsend-0.2.71-3.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Memory allocation based on untrusted length - Advisory - websockets-rs/rust-websocket - GitHub CONFIRM github.com
Implement dataframe and message size limits - websockets-rs/rust-websocket@cbf6e99 - GitHub MISC github.com
[SECURITY] Fedora 36 Update: rust-ffsend-0.2.76-2.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: rust-ffsend-0.2.71-3.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org (

NVD vulnerability detail NVD nvd.nist.gov (
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

283045 Fedora Security Update for rust (FEDORA-2022-163bcf190f)

283046 Fedora Security Update for rust (FEDORA-2022-dfa24fa7d4)
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