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Summary

CVE CVE-2022-35932

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-12 16:15:00 UTC

Updated 2022-08-15 19:12:00 UTC

Description Nextcloud Talk is a video and audio conferencing app for Nextcloud. Prior to versions 12.2.7, 13.0.7, and 14.0.3, password protected conversations are susceptible to brute force attacks if the attacker has the link/conversation token. It is recommended that the Nextcloud Talk application is upgraded to 12.2.7, 13.0.7 or 14.0.3. There are currently no known workarounds available apart from not having password protected conversations.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Talk All All All All

References

Reference

[stable23] Add brute force protection to conversation passwords by backportbot-nextcloud[bot] · Pull Request #7536 · nextcloud/spreed · GitHub

[stable22] Add brute force protection to conversation passwords by nickvergessen · Pull Request #7537 · nextcloud/spreed · GitHub

Merge pull request #7540 from nextcloud/changelog/12.2.7-13.0.7 · nextcloud/spreed@04300bb · GitHub

Merge pull request #7541 from nextcloud/changelog/12.2.7 · nextcloud/spreed@f5ac739 · GitHub

Missing rate limit when trying to join a password protected Nextcloud Talk conversation · Advisory · nextcloud/security-advisories · GitHub

HackerOne

[stable24] Add brute force protection to conversation passwords by backportbot-nextcloud[bot] · Pull Request #7535 · nextcloud/spreed · GitHub

Add brute force protection to conversation passwords by nickvergessen · Pull Request #7504 · nextcloud/spreed · GitHub

Add changelog for 12.2.7, 13.0.7 and 14.0.3 · nextcloud/spreed@10341b9 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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