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CVE CVE-2022-35951
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-23 04:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description Redis is an in-memory database that persists on disk. Versions 7.0.0 and above, prior to 7.0.5 are vulnerable to an Integer
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 37 All All All

Application Redis Redis All All All All

Reference Source Link
CVE-2022-35951 Redis Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
Redis: Multiple Vulnerabilities (GLSA 202209-17) — Gentoo security GENTOO  security.gentoo.org
[SECURITY] Fedora 37 Update: redis-7.0.5-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.ol

Heap overflow in Redis 7.0 XAUTOCLAIM command's COUNT argument. - Advisory - redis/redis - GitHub  CONFIRM  github.com

[SECURITY] Fedora 37 Update: redis-7.0.5-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.ol
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183583 Debian Security Update for redis (CVE-2022-35951)


https://cve.report/
https://cve.report/CVE-2022-35951/mitre
https://cve.report/CVE-2022-35951/nist
https://cve.report/CVE-2022-35951/cve_org
https://cve.report/CVE-2022-35951.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redis
http://cve.report/software/redis/redis
https://security.netapp.com/advisory/ntap-20221020-0005/
https://security.gentoo.org/glsa/202209-17
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/A7INCOOFPPEAKNDBZU3TIZJPYXBULI2C/
https://github.com/redis/redis/security/advisories/GHSA-5gc4-76rx-22c9
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/A7INCOOFPPEAKNDBZU3TIZJPYXBULI2C/
https://www.cve.org/CVERecord?id=CVE-2022-35951
https://nvd.nist.gov/vuln/detail/CVE-2022-35951
http://cve.report/qid/183583

502511 Alpine Linux Security Update for redis

504359 Alpine Linux Security Update for redis

690943 Free Berkeley Software Distribution (FreeBSD) Security Update for redis (f1637d1-39eb-11ed-ab44-080027f5fec9)
710625 Gentoo Linux Redis Multiple Vulnerabilities (GLSA 202209-17)

904876 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (12417)

904994 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (12625)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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