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Summary

CVE CVE-2022-35957

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-20 23:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description Grafana is an open-source platform for monitoring and observability. Versions prior to 9.1.6 and 8.5.13 are vulnerable to an escalation from admin to server admin when auth proxy is used, allowing an admin to take over the server admin account and gain full control of the grafana instance. All installations should be upgraded as soon as possible. As a workaround deactivate auth proxy following the instructions at: https://grafana.com/docs/grafana/latest/setup-grafana/configure-security/configure-authentication/auth-proxy/

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Application Grafana Grafana All All All All

References

Reference Source Link Tags

Escalation from admin to server admin when auth proxy is used · Advisory · grafana/grafana · GitHub CONFIRM github.com

September 2022 Grafana Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

503 Backend fetch failed FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: grafana-9.0.9-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150576 Grafana Authentication Bypass Vulnerability (CVE-2022-35957)

160619 Oracle Enterprise Linux Security Update for grafana security and enhancement update (ELSA-2023-2167)
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160619 Oracle Enterprise Linux Security Update for grafana security and enhancement update (ELSA-2023-2167)

241453 Red Hat Update for grafana (RHSA-2023:2167)

502510 Alpine Linux Security Update for grafana

690942 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (95e6e6ca-3986-11ed-8e0c-6c3be5272acd)

752995 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2022:4428-1)

754116 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:2578-1)

941046 AlmaLinux Security Update for grafana (ALSA-2023:2167)
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