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Certain versions of Discourse from Discourse contain the following vulnerability:

** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: CVE-2022-37458.
Reason: This candidate is a reservation duplicate of CVE-2022-37458. Notes: All CVE users
should reference CVE-2022-37458 instead of this candidate. All references and descriptions
in this candidate have been removed to prevent accidental usage.

CVE References

Description Tags Link

SECURITY: Limit email invitations
to topic by Flink · Pull Request
#17856 · discourse/discourse ·
GitHub

github.com

text/html

 MISC github.com/discourse/discourse/pull/17856

Email invitations to topics are not
rate limited in some cases ·
Advisory · discourse/discourse ·
GitHub

github.com

text/html

 CONFIRM github.com/discourse/discourse/security/advisories/GHSA-q2rg-m477-
8wg7

SECURITY: Limit email invitations
to topic ·
discourse/discourse@cc84ea2 ·
GitHub

github.com

text/html

 MISC
github.com/discourse/discourse/commit/cc84ea2444136df443aac33651d596cc8dd0b3e1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Discourse Discourse All All All All

CVE-2022-35958 has been assigned by  cve@mitre.org to track the vulnerability
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← Previous ID Next ID→

Application Discourse Discourse 2.9.0 beta1 All All

Application Discourse Discourse 2.9.0 beta2 All All

Application Discourse Discourse 2.9.0 beta3 All All

Application Discourse Discourse 2.9.0 beta4 All All

Application Discourse Discourse 2.9.0 beta5 All All

Application Discourse Discourse 2.9.0 beta6 All All

Application Discourse Discourse 2.9.0 beta7 All All

Application Discourse Discourse 2.9.0 beta8 All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2022-35958 : Discourse is a 100% open source discussion platform. A malicious user can use
the invitation syste… twitter.com/i/web/status/1…

2022-08-13
23:51:24

 /r/netcve CVE-2022-35958 2022-08-14
00:38:41
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cpe:2.3:a:discourse:discourse:2.9.0:beta1:*:*:*:*:*:*:
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cpe:2.3:a:discourse:discourse:2.9.0:beta6:*:*:*:*:*:*:
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