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Summary

CVE CVE-2022-36038

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-06 19:15:00 UTC

Updated 2022-09-09 19:27:00 UTC

Description CircuitVerse is an open-source platform which allows users to construct digital logic circuits online. A remote code execution (RCE) vulnerability in CircuitVerse allows authenticated attackers to execute arbitrary code via specially crafted JSON payloads. This issue may lead to Remote Code Execution (RCE). A patch is available in commit number 7b3023a99499a7675f10f2c1d9effdf10c35fb6e. There are currently no known workarounds.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Circuitverse Circuitverse - All All All

References

Reference Source

Authenticated remote code execution due to insecure deserialization (GHSL-2022-069) · Advisory · CircuitVerse/CircuitVerse · GitHub CONFIRM

security: use Oj.safe_load to process json payload · CircuitVerse/CircuitVerse@7b3023a · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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