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Summary

CVE CVE-2022-36040

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-06 20:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description Rizin is a UNIX-like reverse engineering framework and command-line toolset. Versions 0.4.0 and prior are vulnerable to an out-of-bounds write when getting data from PYC(python) files. A user opening a malicious PYC file could be affected by this vulnerability, allowing an attacker to execute code on the user's machine. Commit number 68948017423a12786704e54227b8b2f918c2fd27 contains a patch.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rizin Rizin All All All All

References

Reference Source Link Tags

Out-of-bounds Write in pyc/marshal.c · Advisory · rizinorg/rizin · GitHub CONFIRM github.com

Rizin: Multiple Vulnerabilities (GLSA 202209-06) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 38 Update: cutter-re-2.2.0-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Multiple heap out-of-bounds writes of size 1 in marshal.c · Issue #2963 · rizinorg/rizin · GitHub MISC github.com

[SECURITY] Fedora 38 Update: cutter-re-2.2.0-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

fix #2963 - oob write (1 byte) in pyc/marshal.c · rizinorg/rizin@6894801 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284245 Fedora Security Update for cutter (FEDORA-2023-af305bed3d)
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