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CVE CVE-2022-36049
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2022-09-07 21:15:00 UTC
Updated 2022-09-12 18:29:00 UTC
Description Flux2 is a tool for keeping Kubernetes clusters in sync with sources of configuration, and Flux's helm-controller is a Kuberne

1|

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fluxcd Flux2 All All All All
Application Fluxcd Helm-controller All All All All
Application Helm Helm All All All All
References |
Reference Source Link Tags
Helm Controller denial of service - Advisory - fluxcd/flux2 - GitHub CONFIRM  github.com
Denial of service through string value parsing - Advisory - helm/helm - GitHub MISC github.com
48360 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail MISC bugs.chromium.org
44996 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail MISC bugs.chromium.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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903877 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (10900)

904498 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (10900-1)
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