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Summary

CVE CVE-2022-36059

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-28 21:15:00 UTC

Updated 2023-04-05 01:17:00 UTC

Description matrix-js-sdk is a Matrix messaging protocol Client-Server SDK for JavaScript. In versions prior to 19.4.0 events sent with special strings in key places can temporarily disrupt or impede the matrix-js-sdk from functioning properly, potentially impacting the consumer's ability to process data safely. Note that the matrix-js-sdk can appear to be operating normally but be excluding or corrupting runtime data presented to the consumer. This issue has been fixed in matrix-js-sdk 19.4.0 and users are advised to upgrade. Users unable to upgrade may mitigate this issue by redacting applicable events, waiting for the sync processor to store data, and restarting the client. Alternatively, redacting the applicable events and clearing all storage will often fix most perceived issues. In some cases, no workarounds are possible.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matrix Javascript Sdk All All All All

References

Reference Source Link Tags

Prototype pollution in matrix-js-sdk · Advisory · matrix-org/matrix-js-sdk · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160114 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6708)

160116 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6717)

160176 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-6710)

183379 Debian Security Update for thunderbird (CVE-2022-36059)

198977 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5663-1)
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CVE.report and Source URL Uptime Status status.cve.report

240687 Red Hat Update for thunderbird (RHSA-2022:6708)

240688 Red Hat Update for thunderbird (RHSA-2022:6713)

240691 Red Hat Update for thunderbird (RHSA-2022:6717)

240693 Red Hat Update for thunderbird (RHSA-2022:6710)

240694 Red Hat Update for thunderbird (RHSA-2022:6715)

354131 Amazon Linux Security Advisory for thunderbird : ALAS2-2022-1900

376963 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-38)

502502 Alpine Linux Security Update for riot-web

503176 Alpine Linux Security Update for element-web

506036 Alpine Linux Security Update for element-web

690932 Free Berkeley Software Distribution (FreeBSD) Security Update for matrix clients (e4d93d07-297a-11ed-95f8-901b0e9408dc)

753189 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:3281-1)

940676 AlmaLinux Security Update for thunderbird (ALSA-2022:6708)

940694 AlmaLinux Security Update for thunderbird (ALSA-2022:6717)

960388 Rocky Linux Security Update for thunderbird (RLSA-2022:6708)
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