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CVE CVE-2022-36066
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-29 20:15:00 UTC
Updated 2022-10-06 19:07:00 UTC
Description Discourse is an open source discussion platform. In versions prior to 2.8.9 on the “stable™ branch and prior to 2.9.0.beta10 «
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Discourse Discourse All All All All
Application Discourse Discourse 2.9.0 betat All All
Application Discourse Discourse 2.9.0 beta2 All All
Application Discourse Discourse 2.9.0 beta3 All All
Application Discourse Discourse 2.9.0 betad All All
Application Discourse Discourse 2.9.0 beta5 All All
Application Discourse Discourse 2.9.0 betab All All
Application Discourse Discourse 2.9.0 beta7 All All
Application Discourse Discourse 2.9.0 beta8 All All
Application Discourse Discourse 2.9.0 beta9 All All
Reference Source

SECURITY: Prevent arbitrary file write when decompressing files by CvX - Pull Request #18421 - discourse/discourse - GitHub ~ MISC
Maliciously zipped file uploaded by admins can trigger an RCE - Advisory - discourse/discourse - GitHub CONFIRM
SECURITY: Prevent arbitrary file write when decompressing files (#18421) - discourse/discourse@b27d562 - GitHub MISC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://nvd.nist.gov/vuln/detail/CVE-2022-36066
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2022-36066
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


