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CVE CVE-2022-36074
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 22:15:00 UTC
Updated 2023-07-21 21:01:00 UTC
Description Nextcloud server is an open source personal cloud product. Affected versions of this package are vulnerable to Information

/ ]

1|

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nextcloud Nextcloud Enterprise Server All All All All
Application Nextcloud Nextcloud Server All All All All
Reference

Bump guzzlehttp/guzzle from 7.4.0 to 7.4.4 by CarlSchwan - Pull Request #32941 - nextcloud/server - GitHub
Authentication header is passed on by Nextcloud Server due to a vulnerable GuzzleHTTP version - Advisory - nextcloud/security-advisories - (
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730688 Nextcloud Server Information Exposure Vulnerability
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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