
CVE-2022-36085
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-36085

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-08 14:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description Open Policy Agent (OPA) is an open source, general-purpose policy engine. The Rego compiler provides a (deprecated) `WithUnsafeBuiltins` function, which allows users to provide a set of built-in functions that should be deemed unsafe — and as such rejected — by the compiler if encountered in the policy compilation stage. A bypass of this protection has been found, where the use of the `with` keyword to mock such a built-in function (a feature introduced in OPA v0.40.0), isn’t taken into account by `WithUnsafeBuiltins`. Multiple conditions need to be met in order to create an adverse effect. Version 0.43.1 contains a patch for this issue. As a workaround, avoid using the `WithUnsafeBuiltins` function and use the `capabilities` feature instead.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openpolicyagent Open Policy Agent All All All All

References

Reference Source Link

ast/compile: respect unsafeBuiltinMap for 'with' replacements (#5107) · open-policy-agent/opa@25a597b · GitHub MISC github.com

ast/compile: respect unsafeBuiltinMap for 'with' replacements · open-policy-agent/opa@3e8c754 · GitHub MISC github.com

ast+topdown+planner: non-built-in function mocking by srenatus · Pull Request #4616 · open-policy-agent/opa · GitHub MISC github.com

compiler: allow for mocking built-in functions via "with" by srenatus · Pull Request #4540 · open-policy-agent/opa · GitHub MISC github.com

Release v0.43.1 · open-policy-agent/opa · GitHub MISC github.com

Compiler: Bypass of WithUnsafeBuiltins using "with" keyword to mock functions · Advisory · open-policy-agent/opa · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

905003 Common Base Linux Mariner (CBL-Mariner) Security Update for opa (12601)
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