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Summary

CVE CVE-2022-36088

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-07 23:15:00 UTC

Updated 2022-09-16 16:42:00 UTC

Description GoCD is a continuous delivery server. Windows installations via either the server or agent installers for GoCD prior to 22.2.0 do not adequately restrict permissions when installing outside of the default location. This could allow a malicious user with local access to the server GoCD Server or Agent are installed on to modify executables or components of the installation. This does not affect zip file-based installs, installations to other platforms, or installations inside `Program Files` or `Program Files (x86)`. This issue is fixed in GoCD 22.2.0 installers. As a workaround, if the server or agent is installed outside of `Program Files (x86)`, verify the the permission of the Server or Agent installation directory to ensure the `Everyone` user group does not have `Full Control`, `Modify` or `Write` permissions.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Thoughtworks Gocd All All All All

References

Reference Source Link

Windows installations outside default location inadequately restrict installation file permissions · Advisory · gocd/gocd · GitHub CONFIRM github.com

Release GoCD 22.2.0 · gocd/gocd · GitHub MISC github.com

Add NSIS AccessControl plugin to set permissions on install dir · gocd/gocd@96add96 · GitHub MISC github.com

Releases - Version notes | GoCD MISC www.gocd.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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