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Summary

CVE CVE-2022-36092

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-08 18:15:00 UTC

Updated 2022-09-14 15:11:00 UTC

Description XWiki Platform Old Core is a core package for XWiki Platform, a generic wiki platform. Prior to versions 14.2 and 13.10.4, all rights checks that would normally prevent a user from viewing a document on a wiki can be bypassed using the login action and directly specified templates. This exposes title, content and comments of any document and properties of objects, though class and property name must be known. This is also exploitable on private wikis. This has been patched in versions 14.2 and 13.10.4 by properly checking view rights before loading documents and disallowing non-default templates in the login, registration and skin action. As a workaround, it would be possible to protect all templates individually by adding code to check access rights first.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

References

Reference Source

Authentication Bypass Using the Login Action in org.xwiki.platform:xwiki-platform-oldcore · Advisory · xwiki/xwiki-platform · GitHub CONFIRM

XWIKI-19549: Disallow template override for login, register and skin · xwiki/xwiki-platform@9b7057d · GitHub MISC

XWIKI-19549: Disallow template override for login, register and skin · xwiki/xwiki-platform@71a6d0b · GitHub MISC

[XWIKI-19549] Page content, object properties and title leak on fully private wiki with xpages on the login action - XWiki.org JIRA MISC

[XWIKI-18602] Dataleak on fully-private Wiki on Delete page - XWiki.org JIRA MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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