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CVE-2022-36098 - advisory for GHSA-c5v8-2q4r-5w9v

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assanvncurruumseenma,— Gertain versions of Xwiki from Xwiki contain the following vulnerability:

XWiki Platform Mentions Ul is a user interface for mentioning users in
wiki content for XWiki Platform, a generic wiki platform. Starting in
version 12.5-rc-1 and prior to versions 13.10.6 and 14.4, it's possible to
store Javascript or groovy scripts in a mention, macro anchor, or
reference field. The stored code is executed by anyone visiting the
page with the mention. This issue has been patched on XWiki 14.4 and
13.10.6. As a workaround, one may update "XWiki.Mentions.MentionsMacro™ and edit the
"Macro code’ field of the "XWiki.WikiMacroClass™ XObject.

CVE-2022-36098 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) xwiki - xwiki-platform version >= 12.5-rc-1, < 13.10.6

Affected Vendor/Software: ) xwiki - xwiki-platform version >= 14.0, < 14.4

| CVSSS3 Score: 9-CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction

NETWORK LOwW
Scope Confidentiality Integrity Availability

Impact Impact Impact

HiGH HiGH [ HiGH ]

CVE References
Description Tags Link
Improper Neutralization of Input ) CONFIRM github.com/xwiki/xwiki-platform/security/advisories/GHSA-c5v8-2q4t-
During Web Page Generation 5w9v

('Cross-site Scripting') in
org.xwiki.platform:xwiki-platform-
mentions-ui - Advisory - xwiki/xwiki-
platform - GitHub



https://cve.report/
https://cve.report/CVE-2022-36098/mitre
https://cve.report/CVE-2022-36098/nist
https://cve.report/CVE-2022-36098/cve_org
https://cve.report/CVE-2022-36098.pdf
http://cve.report/software/xwiki/xwiki
http://cve.report/vendor/xwiki
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-c5v8-2q4r-5w9v

XWIKI-19752: Improved mentions FEmeE ) MISC github.com/xwiki/xwiki-

macro escaping - xwiki/xwiki- text/html platform/commit/4032dc896857597efd169966dc9e2752a9fdd459#diff-

platform@4032dc8 - GitHub 4fe22885f772e47d3561a05348f73921669ec12d4413b220383b73c7ae484bc4R608-
R610

XWIKI-19752: Improved mentions FEmEsl ) MISC github.com/xwiki/xwiki-

macro escaping - xwiki/xwiki- text/html platform/commit/4f290d87a8355e967378a1edbaee23a06ba162eb

platform@4f290d8 - GitHub

[XWIKI-19752] Privilege escalation € MISC jira.xwiki.org/browse/XWIKI-19752
(PR) from view rights through the
mentions macro - XWiki.org JIRA

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

cpe:2.3:a:xwiki:xwiki: e

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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site. This site includes MITRE data granted under the following license.
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