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CVE CVE-2022-36103
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 17:15:00 UTC

Updated 2023-07-21 20:05:00 UTC

Description Talos Linux is a Linux distribution built for Kubernetes deployments. Talos worker nodes use a join token to get accepted in
K1

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Siderolabs Talos Linux All All All All
Reference Source Link

Talos worker join token can be used to get elevated access level to the Talos API - Advisory - siderolabs/talos - GitHub ~ CONFIRM  github.

Release v1.2.2 - siderolabs/talos - GitHub MISC github.
fix: never sign client certificate requests in trustd - siderolabs/talos@9eaf33f - GitHub MISC github.
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.nis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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