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Summary

CVE CVE-2022-36109

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-09 18:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description Moby is an open-source project created by Docker to enable software containerization. A bug was found in Moby (Docker Engine) where supplementary groups are not set up properly. If an attacker has direct access to a container and manipulates their supplementary group access, they may be able to use supplementary group access to bypass primary group restrictions in some cases, potentially gaining access to sensitive information or gaining the ability to execute code in that container. This bug is fixed in Moby (Docker Engine) 20.10.18. Running containers should be stopped and restarted for the permissions to be fixed. For users unable to upgrade, this problem can be worked around by not using the `"USER $USERNAME"` Dockerfile instruction. Instead by calling `ENTRYPOINT ["su", "-", "user"]` the supplementary groups will be set up properly.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Mobyproject Moby All All All All

References

Reference Source Link

[SECURITY] Fedora 37 Update: moby-engine-20.10.18-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Release v20.10.18 · moby/moby · GitHub MISC github.com

Security vulnerability relating to supplementary group permissions · Advisory · moby/moby · GitHub CONFIRM github.com

[SECURITY] Fedora 36 Update: moby-engine-20.10.18-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: moby-engine-20.10.18-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: moby-engine-20.10.18-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Merge pull request from GHSA-rc4r-wh2q-q6c4 · moby/moby@de7af81 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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183375 Debian Security Update for docker.io (CVE-2022-36109)

283116 Fedora Security Update for moby (FEDORA-2022-b027a13a39)

354470 Amazon Linux Security Advisory for containerd : ALAS2022-2022-156

354710 Amazon Linux Security Advisory for containerd : ALAS2022-2022-210

354872 Amazon Linux Security Advisory for docker : ALAS2NITRO-ENCLAVES-2023-022

354877 Amazon Linux Security Advisory for docker : ALAS2DOCKER-2023-022

354902 Amazon Linux Security Advisory for docker : ALAS2DOCKER-2023-024

355119 Amazon Linux Security Advisory for docker : ALAS2023-2023-143

355261 Amazon Linux Security Advisory for containerd : ALAS2023-2023-079

356570 Amazon Linux Security Advisory for docker : ALAS2ECS-2023-013

502504 Alpine Linux Security Update for docker

504676 Alpine Linux Security Update for docker

6140238 AWS Bottlerocket Security Update for docker-engine (GHSA-xxf3-wp36-468g)

672969 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1837)

672971 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1864)

673024 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1971)

673027 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1949)

753812 SUSE Enterprise Linux Security Update for docker (SUSE-SU-2023:0795-1)
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