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CVE CVE-2022-36113
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-14 18:15:00 UTC

Updated 2023-08-14 17:15:00 UTC

Description Cargo is a package manager for the rust programming language. After a package is downloaded, Cargo extracts its source
1 i

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rust-lang Cargo All All All All

Reference Source Link Tags

Rust: Multiple Vulnerabilities (GLSA 202210-09) — Gentoo security GENTOO  security.gentoo.org

CVE-2022-36113: avoid unpacking .cargo-ok from the crate - rust-lang/cargo@97b8091 - GitHub  MISC github.com

Extracting malicious crates can corrupt arbitrary files - Advisory - rust-lang/cargo - GitHub CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
kil J -l

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183917 Debian Security Update for cargorust-cargo (CVE-2022-36113)
354768 Amazon Linux Security Advisory for rust : ALAS2-2023-1959

710640 Gentoo Linux Rust Multiple Vulnerabilities (GLSA 202210-09)
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753198 SUSE Enterprise Linux Security Update for rust1.62 (SUSE-SU-2022:3451-1)
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