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Summary

CVE CVE-2022-3620

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-20 20:15:00 UTC

Updated 2023-11-07 03:51:00 UTC

Description A vulnerability was found in Exim and classified as problematic. This issue affects the function dmarc_dns_lookup of the file dmarc.c of the component DMARC Handler. The manipulation leads to use after free. The attack may be initiated remotely. The name of the patch is 12fb3842f81bcbd4a4519d5728f2d7e0e3ca1445. It is recommended to apply a patch to fix this issue. The associated identifier of this vulnerability is VDB-211919.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Exim Exim 2022-10-18 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

References

Reference Source Link Tags

git.exim.org Git - exim.git/commit N/A git.exim.org

[SECURITY] Fedora 37 Update: exim-4.96-5.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: exim-4.96-5.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: exim-4.96-5.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: exim-4.96-5.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: exim-4.96-5.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: exim-4.96-5.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Login required N/A vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

184609 Debian Security Update for exim4 (CVE-2022-3620)

283297 Fedora Security Update for exim (FEDORA-2022-ebbac924d3)

283298 Fedora Security Update for exim (FEDORA-2022-ebd5bb0478)

283441 Fedora Security Update for exim (FEDORA-2022-90e08c08e6)
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