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CVE CVE-2022-36316
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC
Updated 2023-01-04 04:00:00 UTC
Description When using the Performance API, an attacker was able to notice subtle differences between PerformanceEntries and thus
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Reference Source Link Tags

Security Vulnerabilities fixed in Firefox 103 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198874 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5536-1)
376758 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-28)
502854 Alpine Linux Security Update for firefox

505738 Alpine Linux Security Update for firefox
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710582 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202208-08)
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