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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2022-36344

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback

2022-08-16 08:15:00 UTC

2022-08-23 16:02:00 UTC

An unquoted search path vulnerability exists in 'JustSystems JUST Online Update for J-License' bundled with multiple prod

Risk And Classification

1|

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems

Justsystems

Product

Atok Medical 2

Atok Medical 3

Atok Pro 3

Atok Pro 4

Atok Pro 5

Hanako Police 5
Hanako Police 6
Hanako Police 7
Hanako Pro 3

Hanako Pro 4

Hanako Pro 5
Homepage Builder 20
Homepage Builder 21
Homepage Builder 22
Ichitaro Government 10
Ichitaro Government 8

Ichitaro Government 9

Version

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2022-36344/mitre
https://cve.report/CVE-2022-36344/nist
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http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/atok_pro_3
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http://cve.report/software/justsystems/atok_pro_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/atok_pro_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_police_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_police_6
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_police_7
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_pro_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_pro_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/hanako_pro_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/homepage_builder_20
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/homepage_builder_21
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/homepage_builder_22
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/ichitaro_government_10
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/ichitaro_government_8
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/ichitaro_government_9

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems
Justsystems

Justsystems

Ichitaro Pro 3
Ichitaro Pro 4
Ichitaro Pro 5

Just Calc 3

Just Calc 4

Just Calc 5

Just Focus 3

Just Focus 4

Just Frontier 3
Just Government 2
Just Government 3
Just Government 4
Just Government 5
Just Jump 8

Just Jump Class
Just Jump Class 2
Just Medical 2
Just Medical 3
Just Medical 4
Just Medical 5
Just Note 3

Just Note 4

Just Note 5

Just Office 2

Just Office 3

Just Office 4

Just Office 5

Just Pdf 3

Just Pdf 4

Just Pdf 5

Just Pdf 5

Just Police 2

Just Police 3

Just Police 4

Just Police 5

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_focus_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_focus_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_frontier_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_government_2
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_government_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_government_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_government_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_jump_8
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_jump_class
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_jump_class_2
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_medical_2
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_medical_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_medical_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_medical_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_note_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_note_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_note_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_office_2
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_office_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_office_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_office_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_pdf_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_pdf_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_pdf_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_pdf_5
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_police_2
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_police_3
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_police_4
http://cve.report/vendor/justsystems
http://cve.report/software/justsystems/just_police_5

Application Justsystems Just School 6 All All All All

Application Justsystems Just School 7 All All All All

Application Justsystems Just Smile 6 All All All All

Application Justsystems Just Smile 7 All All All All

Application Justsystems Just Smile 8 All All All All

Application Justsystems Just Smile Class 2 All All All All

Application Justsystems Shuriken Pro 6 All All All All

Application Justsystems Shuriken Pro 7 All All All All

Application Justsystems Tri-de Dataprotect All All All All

Reference Source Link
JVN#57073973: "JustSystems JUST Online Update for J-License" starts a program with an unquoted file path  MISC jvn.jp
[US2200115 4 2V ABRICHRE DAY S 407 v T 7 — MEEEDRBEMENE | SHMEE | Yv A Y ZAFA MISC www.justsystem
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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