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CVE CVE-2022-3635
State PUBLIC
Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2022-10-21 11:15:00 UTC
Updated 2023-11-07 03:51:00 UTC
Description A vulnerability, which was classified as critical, has been found in Linux Kernel. Affected by this issue is the function tst_tim

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel - All All All
References |
Reference Source Link Tags
[SECURITY] [DLA 3173-1] linux-5.10 security update MLIST lists.debian.org
kernel/git/klassert/ipsec-next.git - Steffen Klassert's ipsec-next networking tree N/A git.kernel.org
CVE-2022-3635 | Linux Kernel IPsec idt77252.c tst_timer use after free N/A vuldb.com
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181152 Debian Security Update for linux (CVE-2022-3635)

181190 Debian Security Update for linux-5.10 (DLA 3173-1)


https://cve.report/
https://cve.report/CVE-2022-3635/mitre
https://cve.report/CVE-2022-3635/nist
https://cve.report/CVE-2022-3635/cve_org
https://cve.report/CVE-2022-3635.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://lists.debian.org/debian-lts-announce/2022/11/msg00001.html
https://git.kernel.org/pub/scm/linux/kernel/git/klassert/ipsec-next.git/commit/?id=3f4093e2bf4673f218c0bf17d8362337c400e77b
https://vuldb.com/?id.211934
https://www.cve.org/CVERecord?id=CVE-2022-3635
https://nvd.nist.gov/vuln/detail/CVE-2022-3635
http://cve.report/qid/181152
http://cve.report/qid/181190

199029 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5728-1)

199030 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5727-1)

199031 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5729-1)

199036 Ubuntu Security Notification for Linux kernel (GCP) Vulnerabilities (USN-5727-2)

199037 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5728-2)

199038 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5729-2)

199051 Ubuntu Security Notification for Linux kernel (GCP) Vulnerabilities (USN-5728-3)

199072 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-5774-1)

199607 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6247-1)

377891 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0002)

378043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0011)

378468 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-20230042)

378512 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0042)

753014 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4505-1)

753020 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4585-1)

753034 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4504-1)

753038 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4573-1)

753039 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4574-1)

753045 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4503-1)

753047 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4566-1)

753051 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4589-1)

753060 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4615-1)

753061 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4616-1)

753062 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4613-1)

753063 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4617-1)

753703 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753707 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753727 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)



http://cve.report/qid/199029
http://cve.report/qid/199030
http://cve.report/qid/199031
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http://cve.report/qid/199037
http://cve.report/qid/199038
http://cve.report/qid/199051
http://cve.report/qid/199072
http://cve.report/qid/199607
http://cve.report/qid/377891
http://cve.report/qid/378043
http://cve.report/qid/378468
http://cve.report/qid/378512
http://cve.report/qid/753014
http://cve.report/qid/753020
http://cve.report/qid/753034
http://cve.report/qid/753038
http://cve.report/qid/753039
http://cve.report/qid/753045
http://cve.report/qid/753047
http://cve.report/qid/753051
http://cve.report/qid/753060
http://cve.report/qid/753061
http://cve.report/qid/753062
http://cve.report/qid/753063
http://cve.report/qid/753703
http://cve.report/qid/753707
http://cve.report/qid/753727
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