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CVE CVE-2022-36359
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2022-08-03 14:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description An issue was discovered in the HTTP FileResponse class in Django 3.2 before 3.2.15 and 4.0 before 4.0.7. An application
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Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Operating System Debian Debian Linux 11.0 All All
Application Djangoproject Django All All All

Language

All

All

References

Reference Source
Django security releases issued: 4.0.7 and 3.2.15. MISC
[SECURITY] Fedora 38 Update: python-django-4.0.10-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA
Archive of security issues | Django documentation | Django MISC
[SECURITY] Fedora 37 Update: python-django-4.0.10-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 38 Update: python-django-4.0.10-1.fc38 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: python-django-4.0.10-1.fc37 - package-announce - Fedora Mailing-Lists

oss-security - Django: CVE-2022-36359: Potential reflected file download vulnerability in FileResponse. MLIST

CVE-2022-36359 Django Vulnerability in NetApp Products | NetApp Product Security CONFIRM
Debian -- Security Information -- DSA-5254-1 python-django DEBIAN

Django security releases issued: 4.0.7 and 3.2.15 | Weblog | Django CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

Link
groups.google.com
lists.fedoraproject.or¢
docs.djangoproject.c
lists.fedoraproject.or¢
lists.fedoraproject.or¢
lists.fedoraproject.or¢
www.openwall.com
security.netapp.com
www.debian.org
www.djangoproject.c
WWW.Cve.org
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https://cve.report/CVE-2022-36359/mitre
https://cve.report/CVE-2022-36359/nist
https://cve.report/CVE-2022-36359/cve_org
https://cve.report/CVE-2022-36359.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
https://groups.google.com/g/django-announce/c/8cz--gvaJr4
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/LTZVAKU5ALQWOKFTPISE257VCVIYGFQI/
https://docs.djangoproject.com/en/4.0/releases/security/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HWY6DQWRVBALV73BPUVBXC3QIYUM24IK/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/LTZVAKU5ALQWOKFTPISE257VCVIYGFQI/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HWY6DQWRVBALV73BPUVBXC3QIYUM24IK/
http://www.openwall.com/lists/oss-security/2022/08/03/1
https://security.netapp.com/advisory/ntap-20220915-0008/
https://www.debian.org/security/2022/dsa-5254
https://www.djangoproject.com/weblog/2022/aug/03/security-releases/
https://www.cve.org/CVERecord?id=CVE-2022-36359
https://nvd.nist.gov/vuln/detail/CVE-2022-36359

e L LA

Kl ; S

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181137 Debian Security Update for python-django (DSA 5254-1)

183533 Debian Security Update for python-django (CVE-2022-36359)

198884 Ubuntu Security Notification for Django Vulnerability (USN-5549-1)

283945 Fedora Security Update for python (FEDORA-2023-8fed428c5€)

284167 Fedora Security Update for python (FEDORA-2023-a53ab7c969)

296084 Oracle Solaris 11.4 Support Repository Update (SRU) 50.126.3 Missing (CPUOCT2022)
502557 Alpine Linux Security Update for py3-django

502919 Alpine Linux Security Update for py3-django

505798 Alpine Linux Security Update for py3-django

690908 Free Berkeley Software Distribution (FreeBSD) Security Update for django (3b47104f-1461-11ed-a0c5-080027240888)
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