
CVE-2022-3644
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-3644

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-25 18:15:00 UTC

Updated 2022-10-28 19:01:00 UTC

Description The collection remote for pulp_ansible stores tokens in plaintext instead of using pulp's encrypted field and exposes them in read/write mode via the API () instead of marking it as write only.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pulpproject Pulp Ansible - All All All

Application Redhat Ansible Automation Platform 2.0 All All All

Application Redhat Satellite 6.0 All All All

Application Redhat Update Infrastructure 3.0 All All All

References

Reference Source Link Tags

pulp_ansible/models.py at main · pulp/pulp_ansible · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)
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