
CVE-2022-3647
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-3647

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-21 18:15:00 UTC

Updated 2023-11-07 03:51:00 UTC

Description ** DISPUTED ** A vulnerability, which was classified as problematic, was found in Redis. Affected is the function sigsegvHandler of the file debug.c of the component Crash Report. The manipulation leads to denial of service. The real existence of this vulnerability is still doubted at the moment. The name of the patch is 0bf90d944313919eb8e63d3588bf63a367f020a3. It is recommended to apply a patch to fix this issue. VDB-211962 is the identifier assigned to this vulnerability. NOTE: The vendor claims that this is not a DoS because it applies to the crash logging mechanism which is triggered after a crash has occurred.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redis Redis All All All All

References

Reference Source Link Tags

Avoid crash on crash report when a bad function pointer was called (#… · redis/redis@0bf90d9 · GitHub N/A github.com

CVE-2022-3647 | Redis Crash Report debug.c sigsegvHandler denial of service N/A vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

355142 Amazon Linux Security Advisory for redis6 : ALAS2023-2023-154

502632 Alpine Linux Security Update for redis

502788 Alpine Linux Security Update for redis

752867 SUSE Enterprise Linux Security Update for redis (SUSE-SU-2022:4169-1)
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CVE.report and Source URL Uptime Status status.cve.report

752890 SUSE Enterprise Linux Security Update for redis (SUSE-SU-2022:4168-1)

904341 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (11338)

904346 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (11325)

904372 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (11338-1)

904421 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (11325-1)

906295 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (11325-2)
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