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assauncurrumsucasan — Gertain versions of Linux Kernel from Linux contain the following
vulnerability:

Super Flexible Software GmbH & Co. KG Syncovery 9 for Linux v9.47x
and below was discovered to contain multiple remote code execution
(RCE) vulnerabilities via the Job_ExecuteBefore and Job_ExecuteAfter
parameters at post_profilesettings.php.

CVE-2022-36534 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link
Syncovery For Linux Web-GUI Authenticated @8 MISC packetstormsecurity.com/files/170245/Syncovery-
Remote Command Execution =~ Packet Storm For-Linux-Web-GUI-Authenticated-Remote-Command-

Execution.html

File Sync & Backup Software | The versatile all-in - [ETEIEEEETN @ MISC syncovery.com

solution

Multiple vulnerabilities in Syncovery for Linux 0 MISC www.mgm-sp.com/en/multiple-vulnerabilities-in-
syncovery-for-linux/

Copy of YHuBepcanbHas cTpaHuLla KoMnaHum [ super.com | # MISC super.com

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

C\VFrenart dnes nat endarse anv commereial nradiicts that mav he mentinned nn these sites Please address comments ahniit anv linked nanes tn


https://cve.report/
https://cve.report/CVE-2022-36534/mitre
https://cve.report/CVE-2022-36534/nist
https://cve.report/CVE-2022-36534/cve_org
https://cve.report/CVE-2022-36534.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
http://packetstormsecurity.com/files/170245/Syncovery-For-Linux-Web-GUI-Authenticated-Remote-Command-Execution.html
http://syncovery.com
https://www.mgm-sp.com/en/multiple-vulnerabilities-in-syncovery-for-linux/
http://super.com

e P L ST T e ST T ML) I Al [ AT AT A AL S MY A S T I T A ST ST | TS A M I A MR T ML A AT [y e e

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel - All All All

System

Application Syncovery Syncovery All All All All

e ek kKK kKK,

cpe:2.3:0:linux:linux_kernel:-:*:

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
@CVEreport CVE-2022-36534 : Super Flexible Software GmbH & Co. KG Syncovery 9 for #Linux v9.47x and 2022-09-16
below was discovered to co... twitter.com/i/web/status/1... 03:11:54
Potentially Critical CVE Detected! CVE-2022-36534 Super Flexible Software GmbH & Co. KG 2022-09-16
@Robo_Alerts Syncovery 9 for Linux v9.47... twitter.com/i/web/status/1... 03:56:00
@ /rinetcve CVE-2022-36534 2022-09-16
04:39:07
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