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Summary

CVE CVE-2022-36556

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 23:15:00 UTC

Updated 2022-09-02 18:59:00 UTC

Description Seiko SkyBridge MB-A100/A110 v4.2.0 and below was discovered to contain a command injection vulnerability via the ipAddress parameter at 07system08execute_ping_01.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Seiko-sol Skybridge Mb-a100 - All All All

Operating System Seiko-sol Skybridge Mb-a100 Firmware All All All All

Hardware Seiko-sol Skybridge Mb-a110 - All All All

Operating System Seiko-sol Skybridge Mb-a110 Firmware All All All All

References

Reference Source Link Tags

IoT/M2M向け LTE/3G対応無線ルーター SkyBridge MB-A100シリーズ | セイコーソリューションズ MISC www.seiko-sol.co.jp

seiko-skybridge-MB-A110.md · GitHub MISC gist.github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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