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cssanvancLranunsueninas  Gertain versions of Mtower from Samsu ng contain the foIIowing
: vulnerability:

Samsung Electronics mTower v0.3.0 and earlier was discovered to
contain a NULL pointer dereference via the function
TEE_GetObjectiInfo1.

CVE-2022-36622 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link
mTower/tee_api_objects.c at ¢ MIsC
18f4b592a8a973ce5972f4e2658ea0f6e3686284 github.com/Samsung/mTower/blob/18f4b592a8a973ce5972f¢

- Samsung/mTower - GitHub

mTower/tee_svc.c at [ github.com | ) MISC github.com/Samsung/mTower/blob/18f4b592a8a97:
18f4b592a8a973ce5972f4e2658ea0f6e3686284 NI
- Samsung/mTower - GitHub

Samsung Mobile Security (%) MISC security.samsungmobile.com/securityUpdate.smsb
tsxthtml)|
GitHub - Samsung/mTower: mTower is Trusted [T ) MISC github.com/Samsung/mTower

Execution Environment specially designed to be  FEETT
used on MicroController Units (MCUs)

supporting ARM TrustZone technology (e.g.,
Cortex-M23/33/35p). mTower operates well

1inder rectrictinne tuvnical far eiich eanvirnnment —



https://cve.report/
https://cve.report/CVE-2022-36622/mitre
https://cve.report/CVE-2022-36622/nist
https://cve.report/CVE-2022-36622/cve_org
https://cve.report/CVE-2022-36622.pdf
http://cve.report/software/samsung/mtower
http://cve.report/vendor/samsung
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/Samsung/mTower/blob/18f4b592a8a973ce5972f4e2658ea0f6e3686284/tee/lib/libutee/tee_api_objects.c#L84
https://github.com/Samsung/mTower/blob/18f4b592a8a973ce5972f4e2658ea0f6e3686284/tee/tee/tee_svc.c#L965
https://security.samsungmobile.com/securityUpdate.smsb
https://github.com/Samsung/mTower

MU DU IV LUIT T U LY IV U DU DY U T

small RAM and ROM sizes, relatively low
performance, absence of rich OSes providing
variety of services available on PCs or in
enterprise environments. mTower is intended
for usage in loT, embedded devices, Smart
Home applications, distributed heterog

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Samsung Mtower All All All All

No vendor comments have been submitted for this CVE
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@CVEreport CVE-2022-36622 : Samsung Electronics mTower v0.3.0 and earlier was discovered to contain a 2022-09-01
NULL pointer dereference... twitter.com/i/web/status/1... 21:09:17
@ /rinetcve CVE-2022-36622 2022-09-01
21:39:12
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