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CVE CVE-2022-36960
State PUBLIC
Assigner psirt@solarwinds.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-29 21:15:00 UTC
Updated 2023-08-03 21:15:00 UTC
Description SolarWinds Platform was susceptible to Improper Input Validation. This vulnerability allows a remote adversary with valid ac

/ |
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Risk And Classification

Problem Types: CWE-287 | CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Solarwinds Orion Platform All All All All
Application Solarwinds Orion Platform 2020.2.6 - All All
Application Solarwinds Orion Platform 2020.2.6 hotfix1 All All
Application Solarwinds Orion Platform 2020.2.6 hotfix2 All All
Application Solarwinds Orion Platform 2020.2.6 hotfix3 All All
Application Solarwinds Orion Platform 2020.2.6 hotfix4 All All
Application Solarwinds Orion Platform 2020.2.6 hotfix5 All All
Application Solarwinds Orion Platform 2022.2 All All All
Application Solarwinds Orion Platform 2022.3 All All All
References
Reference Source Link Tags
SolarWinds Trust Center Security Advisories | CVE-2022-36960 MISC www.solarwinds.com
SolarWinds Platform 2022.4 Release Notes MISC documentation.solarwinds.com
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377862 SolarWinds Orion Platform Multiple Vulnerabilities
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