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Summary

CVE CVE-2022-3697

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-28 16:15:00 UTC

Updated 2023-12-28 19:15:00 UTC

Description A flaw was found in Ansible in the amazon.aws collection when using the tower_callback parameter from the amazon.aws.ec2_instance module. This flaw allows an attacker to take advantage of this issue as the module is handling the parameter insecurely, leading to the password leaking in the logs.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ansible All All All All

Application Redhat Ansible Collection All All All All

Application Redhat Ansible Collection All All All All

References

Reference Source Link

[SECURITY] [DLA 3695-1] ansible security update lists.debian.org

ec2_instance - validate options on tower_callback by tremble · Pull Request #1199 · ansible-collections/amazon.aws · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184266 Debian Security Update for ansible (CVE-2022-3697)

6000405 Debian Security Update for ansible (DLA 3695-1)

904437 Common Base Linux Mariner (CBL-Mariner) Security Update for ansible (11410)
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