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Summary

CVE CVE-2022-37025

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-18 13:15:00 UTC

Updated 2022-08-19 15:09:00 UTC

Description An improper privilege management vulnerability in McAfee Security Scan Plus (MSS+) before 4.1.262.1 could allow a local user to modify a configuration file and perform a LOLBin (Living off the land) attack. This could result in the user gaining elevated permissions and being able to execute arbitrary code due to lack of an integrity check of the configuration file.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Security Scan Plus All All All All

References

Reference Source Link Tags

www.mcafee.com/support MISC www.mcafee.com

Free Security Assessment with McAfee Security Scan Plus | McAfee MISC www.mcafee.com

System Binary Proxy Execution, Technique T1218 - Enterprise | MITRE ATT&CK® MISC attack.mitre.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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