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CVE CVE-2022-37035
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-08-02 23:15:00 UTC
Updated 2022-08-10 17:07:00 UTC

Description An issue was discovered in bgpd in FRRouting (FRR) 8.3. In bgp_notify_send_with_data() and bgp_process_packet() in bg
‘ i

/ |

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Frrouting Frrouting 8.3 - All All

Reference Source Link Tag

bgpd: A use-after-free bug due to race conditions in 2 threads. - Issue #11698 - FRRouting/frr - GitHub ~ MISC github.com

poc for uaf - Google Docs MISC docs.google.com

CVE Program record CVE.ORG www.cve.org can

NVD vulnerability detail NVD nvd.nist.gov can
Kl N

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

184319 Debian Security Update for frr (CVE-2022-37035)
198992 Ubuntu Security Notification for FRR Vulnerabilities (USN-5685-1)

752925 SUSE Enterprise Linux Security Update for frr (SUSE-SU-2022:4130-1)
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