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CVE CVE-2022-37051
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC
Updated 2023-12-08 20:53:00 UTC
Description An issue was discovered in Poppler 22.07.0. There is a reachable abort which leads to denial of service because the main i
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Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Application Freedesktop Poppler 22.07.0 All All All

Reference Source Link Tags
[SECURITY] [DLA 3620-1] poppler security update MLIST lists.debian.org

Check isDict before calling getDict (46311156) - Commits - poppler / poppler - GitLab MISC gitlab.freedesktop.org

SIGABRT at poppler/Object.h:435 (pdfunite) (#1276) - Issues - poppler / poppler - GitL,ab  MISC gitlab.freedesktop.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ar
(| N

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199944 Ubuntu Security Notification for poppler Vulnerabilities (USN-6508-1)

6000275 Debian Security Update for poppler (DLA 3620-1)


https://cve.report/
https://cve.report/CVE-2022-37051/mitre
https://cve.report/CVE-2022-37051/nist
https://cve.report/CVE-2022-37051/cve_org
https://cve.report/CVE-2022-37051.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
https://lists.debian.org/debian-lts-announce/2023/10/msg00022.html
https://gitlab.freedesktop.org/poppler/poppler/-/commit/4631115647c1e4f0482ffe0491c2f38d2231337b
https://gitlab.freedesktop.org/poppler/poppler/-/issues/1276
https://www.cve.org/CVERecord?id=CVE-2022-37051
https://nvd.nist.gov/vuln/detail/CVE-2022-37051
http://cve.report/qid/199944
http://cve.report/qid/6000275

/55021 SUSE Enterprise LINux Security Update for poppler (SUSE-SU-2023:394/7-1)

755040 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:3983-1)

755041 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:3982-1)

755048 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:3998-1)
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