
CVE-2022-37061
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-37061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-18 18:15:00 UTC

Updated 2022-12-09 15:32:00 UTC

Description All FLIR AX8 thermal sensor cameras version up to and including 1.46.16 are vulnerable to Remote Command Injection. This can be exploited to inject and execute arbitrary shell commands as the root user through the id HTTP POST parameter in the res.php endpoint. A successful exploit could allow the attacker to execute arbitrary commands on the underlying operating system with the root privileges.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Flir Flir Ax8 - All All All

Operating System Flir Flir Ax8 Firmware All All All All

References

Reference Source Link Tags

Zero Science Lab » FLIR Systems FLIR AX8 Thermal Camera 1.32.16 Remote Root Exploit MISC www.zeroscience.mk

FLIR AX8 1.46.16 Remote Command Injection ≈ Packet Storm MISC packetstormsecurity.com

FLIX AX8 1.46.16 Remote Command Execution ≈ Packet Storm MISC packetstormsecurity.com

FLIR AX8 1.46.16 Traversal / Access Control / Command Injection / XSS ≈ Packet Storm MISC packetstormsecurity.com

FLIR AX8 Thermal Imaging Camera For Condition and Safety Monitoring | Teledyne FLIR MISC www.flir.com Product, Vendor Advisory

FLIR-AX8.md · GitHub MISC gist.github.com Exploit, Mitigation, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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