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Summary

CVE CVE-2022-37109

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-14 21:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description patrickfuller camp up to and including commit bbd53a256ed70e79bd8758080936afbf6d738767 is vulnerable to Incorrect Access Control. Access to the password.txt file is not properly restricted as it is in the root directory served by StaticFileHandler and the Tornado rule to throw a 403 error when password.txt is accessed can be bypassed. Furthermore, it is not necessary to crack the password hash to authenticate with the application because the password hash is also used as the cookie secret, so an attacker can generate his own authentication cookie.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Camp Project Camp All All All All

References

Reference Source Link

Raspberry Pi Camera Server 1.0 Authentication Bypass ≈ Packet Storm MISC packetstormsecurity.com

Authentication Bypass vulnerability in camp, a Raspberry Pi camera server | by Elias Hohl | Jul, 2022 | Medium MISC medium.com

GitHub - ehtec/camp-exploit: Authentication Bypass for https://github.com/patrickfuller/camp MISC github.com

Authentication Bypass vulnerability in camp, a Raspberry Pi camera server | by Elias Hohl | Medium medium.com

Fix vulnerability and add warning · patrickfuller/camp@bf6af5c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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