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Summary

CVE CVE-2022-37122

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-31 16:15:00 UTC

Updated 2022-09-08 01:35:00 UTC

Description Carel pCOWeb HVAC BACnet Gateway 2.1.0, Firmware: A2.1.0 - B2.1.0, Application Software: 2.15.4A Software v16 13020200 suffers from an unauthenticated arbitrary file disclosure vulnerability. Input passed through the 'file' GET parameter through the 'logdownload.cgi' Bash script is not properly verified before being used to download log files. This can be exploited to disclose the contents of arbitrary and sensitive files via directory traversal attacks.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Carel Applica 16_13020200 All All All

Application Carel Applica 2.154a All All All

Hardware Carel Pcoweb Card - All All All

Operating System Carel Pcoweb Card Firmware All All All All

Application Carel Pcoweb Hvac Bacnet Gateway 2.1.0 All All All

References

Reference Source Link

Carel pCOWeb HVAC BACnet Gateway 2.1.0 Unauthenticated Directory Traversal ≈ Packet Storm MISC packetstormsecurity.com

Zero Science Lab » Carel pCOWeb HVAC BACnet Gateway 2.1.0 Unauthenticated Directory Traversal MISC www.zeroscience.mk

www.zeroscience.mk/codes/carelpco_dir.txt MISC www.zeroscience.mk

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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