
CVE-2022-3715
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-3715

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-05 15:15:00 UTC

Updated 2023-02-24 18:38:00 UTC

Description A flaw was found in the bash package, where a heap-buffer overflow can occur in valid parameter_transform. This issue may lead to memory problems.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Bash All All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link

2126720 – (CVE-2022-3715) CVE-2022-3715 bash: a heap-buffer-overflow in valid_parameter_transform MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160417 Oracle Enterprise Linux Security Update for bash (ELSA-2023-0340)

200200 Ubuntu Security Notification for Bash Vulnerability (USN-6697-1)

241110 Red Hat Update for bash (RHSA-2023:0340)

354696 Amazon Linux Security Advisory for bash : ALAS2022-2023-267
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355283 Amazon Linux Security Advisory for bash : ALAS2023-2023-091

672491 EulerOS Security Update for bash (EulerOS-SA-2023-1026)

672509 EulerOS Security Update for bash (EulerOS-SA-2023-1001)

905179 Common Base Linux Mariner (CBL-Mariner) Security Update for bash (12904)

940909 AlmaLinux Security Update for bash (ALSA-2023:0340)

960553 Rocky Linux Security Update for bash (RLSA-2023:0340)
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